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How to configure and control remote XBee RF modules

Overview

This tutorial explains how to configure and control a remote XBee RF module for data
acquisition and control using APl mode commands.

Using APl commands we can send AT mode commands to read and write analog and
digital 1/0 pins on a remote XBee RF module.

These examples can be expanded to control multiple remote XBee RF modules.
Requirements

These features are only supported by Digi XBee 802.15.4 RF modules running firmware
version 10EG6 or later.

Setup
These are the 64-bit addresses of the XBee modules we used in this tutorial:
Base:
SH=0013A200
SL=404BED76
Remote:
SH=0013A200
SL=404BEDS83

We used a PC running Digi’s X-CTU to communicate with the XBee base module.

These are the commands used to enter APl mode on the XBee base module. The remote
XBee module remained in AT command mode.

+++0K enter AT command mode

ATAP1 enable APl mode 1

OK

ATWR save changes to nonvolatile memory
oK

ATCN exit AT command mode

One useful trick to remember is that even though APl mode is enabled, the XBee module
still responds to AT commands. This makes it easy to change back to non-API mode
without using the more complicated APl commands.
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A brief explanation of APl mode

XBee 802.15.4 modules have two modes of operation; Transparent and APl mode. By
default, XBee modules start in Transparent mode; all serial data is immediately sent to
the remote XBee module, but the base XBee module responds to AT commands.

In API mode, all serial data is ignored unless it is in an APl command. But using API
commands you can send AT commands to the base and remote XBee module or send and
receive serial data from a remote XBee module. This tutorial takes advantage of the fact
you can send AT commands to a remote XBee RF module.

The following diagram dissects a typical APl command. This is the command used in the
first example; “How to configure an 1/O pin as an analog input on a remote radio”.

Start of APl command

Comrand length Command body Checkzum

[ 11 ]
TE 00 10 17 05 Il'_'I-'_'I 12 RZ 00 40 4B ED SSHFF FEI 0z I44 30 "_'IEI BE
Frame ID G4-bit address 16-bit addrezz | AT command

Remote AT Apply changes flag
command request

Figure 1: Structure of a typical APl command.
The diagram shows the common structure of all APl commands above the command.

Start of API command — Every API begins with OX7E. Everything before it is
ignored.

Command length — The next two bytes contain the length of the rest of the
command, excluding the checksum.

Command body — The rest of the bytes, excluding the checksum, contain a
specific APl command.

Checksum — The sum of all the bytes after the command length, including the
checksum, should be OxFF. To calculate the checksum, sum all of the bytes after
the command length, keep only the least significant 8 bits and subtract from OXFF.

And the diagram shows the structure of the “remote AT command request” below the
command.

Remote AT command request — All remote AT command requests begin with
0x17.
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Frame ID - If the frame ID in an APl command is non-zero, then the response
will contain the ID.

64-bit address — This is the 64-bit XBee module address

16-bit address — This is the 16-bit XBee module address. By default this address
IS not used but can be set using the MY command. If 64-bit addressing is being
used, then this field should be FF FE.

Apply changes flag — If this byte is 0x02, then changes take effect immediately
on the remote XBEE module. If this byte is 0x00, then you must send an AC
command for changes to take effect.

AT command - This is the AT command you are sending to the remote XBee
module. In Figure 1, 44 30 02 translates to D02, which configures digital pin 0 to
be an analog input.

There are 10 APl commands in total. In this tutorial we mostly use the “remote AT
command request”. The “remote AT command request” sends an AT command to a
remote XBee module and causes the remote module to execute it.

Sending a command to a remote radio

Using the “remote AT command request” we can send any AT command to a remote
XBee RF module. Most of the examples in this tutorial are based on sending AT
commands to a remote radio.

In the following examples, commands are in blue, responses are in red.

How to configure an I/O pin as an analog input on a remote radio

The XBee RF module has 7 pins that can be used as analog inputs. In this example we

remotely configure DIOO as an analog input on the remote RF module from the base RF
module using an APl command.
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Example circuit showing DIOO connected to analog source

The D02 command configures DIOO as an analog input; 0x44, 0x30, 0x02 is the D02
command in ASCII (remember the parameter is in binary).

The command to configure DIOO as analog input is:

7E 00 10 17 05 00 13 A2 00 40 4B ED 83 FF FE 02 44 30 02 BE

0x44, 0x30 is ‘D0’ in ASCII, 0x02 is the parameter value.

' X-CTU [COM6] (= |5 X
About
PLC Settings I Fiange Test  Terminal | todem Caonfiguration I

Line Status Azzert -
[CTSEREER | 01R ¥ RTSW (Besk | Con ot Fake | Soen] Hor
e e e e JE 00 10 17 05 00 13 A2 00 40 4B ED
GK..... Do. . 83 FF FE 02 44 30 02 BE 7E 00 OF 97
e e 05 00 13 A2 00 40 48 ED &3 00 00 44

@K....DO.7Y 30 00 3F

Send Packet

FEO01017 050013 A2 004048 ED 83 FF FE 02 44 30 02 BE
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Start of APl command

Command length Command body Checksum

[ 1T 1
7E 00 10 17 05 I-:l-:l 13 A2 00 40 4B ED SEHFF FZI oz I44 20 -:lzI BE
Frame ID Gé4-bit address 16-bit address | AT command

Remote AT Apply changes flag
command request

Start of APl rezponze

’J_‘F‘.espunse length Response body Checksum
I | 1T 1
TE 00 OF 57 0S5 00 12 AZ 00 40 4B ED 83 00 00 44 20 00 2F
\_r L | Il | 11 1 \_|_A
Frame ID 64-bit address 16-bit address Status
Remote AT AT command 0 = Success

command response

How to configure a PWM pin as an output on a remote radio

Each XBee 802.15.4 RF module has two pins that can be configured as PWM outputs;
i.e., RSSI/PWMO and DIO11/PWML1. This example demonstrates how to configure
PWMO as a PWM output on a remote XBee module.

Like most of these examples, we use the Remote AT Command Request APl command.

The AT command we use is the PO (PWMO0 Configure) command.

A

FEERRREEE

j%l&lllr

Example circuit showing LED connected to PWMO

The complete command to configure PWMO as pseudo-analog output is:

7E 00 10 17 05 00 13 A2 00 40 4B ED 83 FF FE 02 50 30 02 B2

5
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0x50, 0x30 is ‘PO’ in ASCII, 0x02 is the parameter value.

[ DG

FC Settings] Range Test  Temninal l Modem Ennfiguratinn]

Live Sl - S Cloze | Aszemble| Clear | Hide

Eldl  DTR lv (RTSIw (Break | | ComPort| Packst | Screen| Hes
e e JE 00 10 17 05 00 15 A2 00 40 4B ED
K. . ... PO.. 83 FF FE 02 50 30 02 B2 7E 00 0OF 97
i 05 00 13 A2 00 40 4B ED B3 00 00 50

@K....P0.3 30 00 33

Send Packet

FEO0101706001342004048 ED 83 FF FE 02 B0 30 02 B2

Start of APl command

Command length Command body Checksum

[ 11
7E 00 10 17 DEIDD 13 ARZ 00 40 4B ED EEHFF FE”ji'ED 30 D% BZ

Frame ID 64-bit address 16-hit addrezs | AT command

Remote AT Apply changes flag
command reguest

Start of APl rezponze

Responze length Rezponse body Checkzum

[ 11 1
TE 00 OF &7 DEIDD 13 RZ 00 40 4B ED BEHDD DDIFD BDIDD 33

Frame IO G4-bit address 16-bit addresz ‘ Status
AT command 0 = Success

Remote AT
command response

How to set a PWM output on a remote radio to 50% duty cycle

This example shows how to set the PWMO output on a remote XBee module to 50% duty

cycle. It assumes you have previously configured PWMO as a PWM output.
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Example circuit showing LED connected to PWMO

Like most of these examples, we use the Remote AT Command Request APl command.
The AT command used is the MO (PWMO Output Level) command.

The complete command to set PWMO to 50% duty cycle is:

7E 00 11 17 05 00 13 A2 00 40 4B ED 83 FF FE 02 4D 30 01 FF B7

0x4D, 0x30 is ‘M0’ in ASCII, 0x01, OxFF is the parameter value.

** X-CTU [COM6] =0 [X]
About
PC Settings I Fange Test  Terminal I b odem Configuration I

Line Statusz Azzert ]
Cloze Azzemble| Clear | Hide
’V- [DTH I [RTS [V |Break | Com Part | Packet | Screen| Hesx
e e e JE 00 11 17 05 00 13 A2 00 40 4B ED
GK..... MO... |83 FF FE 02 4D 30 01 FF BY 7E 00 OF
e e 97 05 00 13 a2 00 40 4B ED 83 00 00

@K....M0.6 4D 30 00 36

Send Packet

7E 001117 050013 A2 00 40 48 ED 83 FF FE 02 4D 30 01 FF B7|
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Start of APl command

Command length Command body Checkzum

[ 11 ]
7E 00 11 17 05 I"_'I"_'I 132 RZ 00 40 4B ED EEHFF FZI 0z I4Z.‘l 30 01 FF; B7
Frame ID G4-bit addrezss 16-bit addrezs AT command

Remots AT Apply changes flag
command request

Start of APl response

Response length Response body Checksum
| 17 | 1 IJ_I
7E 00 OF 97 0S5 00 13 A2 00 40 4B ED 83 00 00 4D 30, 00 3&
Frame IO G4-bit address 16-bit address Status
Remote AT AT command 0 = Success

command response
How to turn-on a digital output on a remote radio

This example demonstrates how to turn-on the DIOO output on a remote XBee module.

REEREARE

~T%IMIF»

Example circuit showing LED connected to DIOO

Like most of these examples, we use the Remote AT Command Request APl command.
The AT command we use is the DO (DIOn Configuration) command.

The complete command to turn-on DIOQ is:

7E 00 10 17 05 00 13 A2 00 40 4B ED 83 FF FE 02 44 30 05 BB

0x44, 0x30 is ‘D0’ in ASCII, 0x05 is the parameter value.
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' X-CTU [COM6] 913
Abouk
PC Settingsl Fange Test Teminal | todem En:nnfiguratin:nnl
Line Status Azzert .
Cloze Azzemble| Clear | Hide
’V- ’VDTHI" RTS W (Break [ | ComPort| Packet | Screen| Hex
e JE 00 10 17 05 00 13 A2 00 40 4B ED
Q... .. Do. . 83 FF FE 02 44 30 05 BB 7E 00 OF 97
e e 05 00 13 A2 00 40 4B ED B3 00 00 44
@K, ...D0.7 30 00 3F
Send Packet
FEOO1O17 050013 A2 004048 ED 83 FF FE 02 44 30 05 BB
Start of APl command
Command length Command body Checksum

[ 11 1
7E 00 10 17 DEIDD 13 BARZ 00 40 4B ED EEHFF FEIDEI44 30 Uﬁ BB

| |T|

Frame IO G4-bit address 16-bit addrezz AT command

Remote AT Apply changes flag
command request

Start of APl rezponse

Rezponze length Rezponse body Checkzum

[ 11 1
T7E 00 OF 357 DEIDD 13 AZ 00 40 4B ED ESHDD DD|#4 SDIDD iF

Frame IO 64-bit address 16-bit address ‘ Status
Remote AT AT command 0 = Success
command response

How to poll aremote XBee module

This example demonstrates how to poll a remote XBee module. It assumes you have
previously configured one or more pins as analog or digital inputs. In this example we
have configured DIOO0 as an analog input.
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Example circuit showing DIOO connected to analog source

Like most of these examples, we use the Remote AT Command Request APl command.
The AT command we use is the IS (Force Sample) command.

The APl command to poll a remote XBee module is:

7E 00 OF 17 05 00 13 A2 00 40 4B ED 83 FF FE 02 49 53 98

' X-CTU [COM6] = |5 ]
About

PLC Settings I Fiange Test  Terminal | todem Configuration I

Lire Status Bzzert -
[CTSEREER | O1R ¥ RTSW (Besk | confar| Fake | Soen] Her
e e JE 00 OF 17 05 00 13 A2 00 40 4B ED
K. .... IS. B3 FF FE 02 49 53 98 7E 00 14 97 05
e 00 13 A2 00 40 4B ED B3 00 00 49 53
@K....IS.... |00 01 02 00 03 FF 12

Send Packet

FEOOOF 17050013 A2 004048 ED 83 FF FE 02 4353 93

10
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Start of APl command

Command length Command body Checkzum

[ 11 |
7E 00 10 17 ﬂ5|ﬂﬂ 12 22 00 40 4B ED BSHFF FEIDEI49 53|98

Frame ID G4-bit addrezss 16-bit address AT command
"
Apply changes flag

Remote AT
command request

Start of APl rezponze

Response length Response body Checksum
I | 1 | o _
7E 00 14 ETlﬁiluu 13 a2 00 40 4B ED EJIUU 0o, 4_ DJ oo nl oz oo u5 FF 12
Frame ID 54-bit address 16-bit ﬂddFESS # of ADC Sample
Remote AT AT command zamples
command response Status  Channel mask
0 = Success

How to configure a digital input to trigger on a state change

This example demonstrates how to configure a digital input on a remote XBee module to

trigger a transmission on a change of state of a digital input pin using the IC command.

The parameter of the IC command is a bitfield indicating which input pin(s) to monitor
for a change of state. In this example we are monitoring bit 0 or the DIOO pin.

The APl command to configure a remote XBee module to detect changes on DIOQO is:

7E 00 10 17 05 00 13 A2 00 40 4B ED 83 FF FE 02 49 43 01 A7

0x49, 0x43 is ‘IC’ in ASCII, 0x01 is the parameter value for DI1OO.

11
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2 X-CTU_[COM6] =]
About
PC Settingsl Fiange Test  Teminal | b odermn Eu:unfiguratiu:unl
Line Statuz Azzert q
i Cloze | Assemble| Clear | Hide
’V- “DTH v [RTS ¥ [Break Com Port | Packet | Screen| Hex
e e JE Q00 10 17 05 00 13 A2 00 40 4B ED
GK..... IC.. B3 FF FE 02 49 43 01 AY 7E 00 OF 97
e e 05 00 13 A2 00 40 4B ED 83 00 00 49
@K....IC.' 43 00 27
Send Packet
7E 001017 050013 42 00 40 4B ED 83 FF FE 02 49 4301 A7 |
Start of APl command
Command length Command body Checksum

[ 11 1
YE 00 10 17 UEIDU 13 AZ 00 40 4B ED EEHFF FEIDEI4S 43 UH a7

| |T|

Frame IO B4-bit address 16-bit addrezz AT command

Remaote AT Apply changes flag
command request

Start of APl rezponze

Rezponze length Rezponse body Checkzum

I 11 1
TE 00 OF &7 D5IDD 13 AZ 00 40 4B ED 83”00 DDI#S 43|DD 27

Frame I G4-bit address 16-bit address ‘ Status
Remote AT AT command 0 = Success

command rezponse

How to send serial data to an external device attached to a remote XBee
module

This example demonstrates how to send serial data to an external device attached to a
remote XBee module from a base module.

12
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Example circuit showing XBee connected to generic serial device

When both base and remote modules are in AT command mode, all serial data send to the
base module from the host (except for AT commands) is sent to the remote module.
Things are more difficult when the base module is in APl mode.

In API mode, you must use either the 64-bit address transmit request or 16-bit address
transmit request to send serial data to a remote XBee module.

Notice that we are using the 0x00 APl command in this example instead of the 0x17 API
command used in the previous examples.

This command sends the ASCII string “Hello world!” to an external device attached to a
remote XBee module using the 64-bit transmit request command:

7E 00 17 00 05 00 13 A2 00 40 4B ED 83 00 48 65 6C 6C 6F 20 77 6F
72 6C 64 21 ED

I. 'Ill

PC SEttings] Fiange Test  Terminal l kodem Configuration ]

Line: Status Assert Cloze Azzemble| Clear | Hide
OTR v [RTS v Break! | ComPort| Packet | Screen| Hes
e e a JE Q0 17 00 05 00 13 A2 00 40 4B ED
@K...Hello &3 00 48 &5 6C 6C 6F 20 77 6F 72 6C
world!. 64 21 ED 7E 00 03 B9 05 00 71

Send Packet

7E 0017 00050013 A2 00 40 4B ED 83 00 48 65 6C BC BF 20 77 6F 72 6C 64 21 ED |

13
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Start of APl command
Corrmand length Cornmand body Checkzum

7E IIIIIII 1 TI :EI EI"I] E-"EII] 13 A2 00 40 48 ED B-SIIEI I:I"4B 86586C8C6F 20 77 6F 72 6C 64 2*III ED

Frame ID  64-bit addrezz  Optionz Data
"Hello workd™
Tranzmit request
64-bit address
Responze
length Checksum
Start of API
response Responze

1

7E 00 03 85 05 00 71

s |

Tranzmit Status
status 0 =Success
rEzponse

Receiving serial data from an external device connected to a remote XBee
module

This example shows the format of a serial data message received from a remote XBee
module.

FRllRRREL

}TMIMI r»

Example circuit showing XBee connected to generic serial device

When the base module is in APl mode, serial data received from a remote module is
received as an APl message.

The following example shows a message received by a base from a remote module.

14
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27 X-CTU [COM6]

About

FLC Settings] Range Test Teminal | bodem Eonfiguration]
Line Status Azzert

CTs

e 4.Good [7E 00 13 81 00 00 34 00 47 6F 6F 64
bye world!. |62 79 65 20 77 6F 72 6C 64 21 18

Hide
Hex

Clear
Screen

Azsemble
Packet

Cloze
DTR ¥ RTSI¥ |Break! | ComPart

Start of APl mes=zage

’J_‘ Mez=age length Mez=zage body Checksum
I | 11 |
TE 00 13 ElIC-C- -I--I-I 34 'Ef“‘ﬁ eF &F ©4 &2 7% &5 00 77 &F 72 &C &4 231 18
18-bit address T Options Serial data
Received packet Received =ignal Goodbye world!
AP| identifier ztrength indicator
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